The Internet of Things (IoT) is becoming the future of the Internet with a large number of connected devices that are predicted to reach about 50 billion by 2020. With proliferation of IoT devices and need to increase information sharing in IoT applications, risk-based access control model has become the best candidate for both academic and commercial organizations to address access control issues. This model carries out a security risk analysis on the access request by using IoT contextual information to provide access decisions dynamically. This model solves challenges related to flexibility and scalability of the IoT system. Therefore, we propose an adaptive risk-based access control model for the IoT. This model uses real-time contextual information associated with the requesting user to calculate the security risk regarding each access request. It uses user attributes while making the access request, action severity, resource sensitivity and user risk history as inputs to analyze and calculate the risk value to determine the access decision. To detect abnormal and malicious actions, smart contracts are used to track and monitor user activities during the access session to detect and prevent potential security violations. In addition, as the risk estimation process is the essential stage to build a risk-based model, this paper provides a discussion of common risk estimation methods and then proposes the fuzzy inference system with expert judgment as to be the optimal approach to handle risk estimation process of the proposed risk-based model in the IoT system.
Introduction
The Internet of Things (IoT) has the ability to connect and communicate billions of things simultaneously. It provides several benefits to consumers and inspires new product, services and applications. Using a collection of cheap sensors and interconnected objects, information can be collected from the surrounding environment to improve our life [1] . The IoT is considered as a universal existence that contains different types of objects that can be connected whether using wireless and wired connections. These objects have a unique addressing scheme that allow them to communicate and interact together to create novel services in various IoT applications such as smart grid, agriculture, smart cities, wearables, transportation, traffic management and others [2, 3] .
The IoT notion is not new. Originally, it was first mentioned by Kevin Ashton, who is the founder of MIT auto-identification centre in 1999 [4] . Ashton has said, BThe Internet of Things has the potential to change the world, just as the Internet did. Maybe even more so^. Then the IoT has passed several stages until it formally introduced by the International Telecommunication Union (ITU) in 2005 [5] . ITU defines the IoT as: Ba global infrastructure for the information society, enabling advanced services by interconnecting (physical and virtual) things based on, existing and evolving, interoperable information and communication technologies^ [6] .
Although the IoT brought unlimited benefits, it creates several challenges, especially in security. Achieving a higher level of security is a huge challenge due to the heterogeneous and distributed nature of the IoT system. In addition, applying sophisticated security algorithms could affect usability and user satisfaction. Hence, for the IoT system, the ultimate goal is to create a secure model and at the same time consider the system usability [7] .
One of the critical elements to handle security challenges in the IoT is the access control model. This model is used to control the access to system resources by allowing only authorized users who have been successfully authenticated. An access control model consists of three main elements; subject, target and rules. Subjects are system users who make the access request to access system resources (targets). Rules are used to determine the access decision whether granting or denying the access [8, 9] .
The major goal of the IoT system is to increase information sharing to maximize organization benefits and at the same time ensures that the highest possible security measures are applied to prevent sensitive information disclosure. However, current access control models are built using predefined rules that give the same result in different situations. This binary decision (grant/deny) cannot create a good and efficient level of security in a dynamic, heterogeneous and distrusted environment like IoT systems [10, 11] .
To overcome limitations associated with current access control approaches, researchers have suggested security risk to be used as a criterion to provide the access decision. A risk analysis is carried out on the access request to measure the security risk and provide the access decision [9, 12, 13] . This mechanism is known as risk-based access control model. The main issue solved by this model is flexibility in accessing system resources. In addition, this model provides an efficient solution to many unpredicted situations which need to break the access policy because policies are imperfect and lacking such conditions. The need to increase information sharing and considering real-time conditions while making the access decision have encouraged risk-based models to grow significantly [14, 15] .
The objective of this research is to develop an adaptive risk-based access control model for the IoT. This model has the capability of estimating the security risk regarding each access request using real-time and contextual information that collected while making the access request. This model uses user attributes related to the surrounding environment such as time and location, sensitivity of data to be accessed by the user, severity of actions that will be performed by the user, and user risk history as inputs for the risk estimation algorithm to measure the risk value related to the access request to determine the access decision. In contrast to current access control models, the proposed model provides adaptive features by using smart contracts to track and monitor user's activities during access sessions to detect and prevent potential security attacks. In addition, one of the big challenges to build a riskbased model is to specify the optimal risk estimation technique to assess security risks of access control operations in the IoT system. This is because there are many issues that may arise. For example, the purpose of the risk estimation approach is to expect the probability of information disclosure in the future that corresponds to the current access. Defining such a probability is a difficult process [7, 16] . Furthermore, if the risk estimation process has based on imprecise or incomplete information about related risk attributes, this will make estimating the value of information a very difficult task. Therefore, this paper provides a review of most common risk estimation methods that are used in related risk-based models to determine the optimal approach to implement the risk estimation process for the IoT system. This is followed by proposing a risk estimation technique that combines the fuzzy logic system with expert judgment to assess security risks of access control operations in IoT systems.
The contribution of this paper can be summarized as follows:
& Proposing an adaptive and dynamic risk-based access control model that uses real-time and contextual information to determine the access decision. & Providing a review of most common risk estimation methods that are used in related risk-based access control models with discussing advantages and limitations of each method. & Proposing the fuzzy logic system with expert judgment as to be the optimal risk estimation approach to estimate security risks of the proposed risk-based model in the IoT system.
The remainder of this paper is structured as follows: Section 2 presents related work; Section 3 discusses access control challenges that should be taken into our accounts when building an access control model for the IoT; Section 4 discusses risk-based access control model; Section 5 presents proposed risk-based model; Section 6 provides a discussion of most common risk estimation methods that are suggested in related risk-based access control models; Section 7 presents proposed risk estimation approach, and Section 8 is the conclusion.
Related work
Many studies have been conducted on different access control models that use security risks to make access decisions. Jason report [17] has investigated limitations of information sharing in dynamic systems by discussing various problems of traditional access control models. The report also explained the importance of using the security risk to make access decisions and suggested three principles to build an access control model using the risk; estimate the risk, set an acceptable risk value, and control data distribution using the acceptable risk value.
McGraw [18] has proposed a Risk-Adaptable Access Control (RAdAC) mechanism. This approach starts by determining the security risk regarding granting the access. Then the estimated risk value is compared with the access policy that defines the acceptable risk value to grant or deny the access. This is followed by confirming the system operational needs to decide if the policy and operational needs are met or not. If they are met, then the access will be granted, otherwise, the access will be denied. However, this mechanism is not considered as a risk-based model. Also, it does not reveal any information about how to evaluate risk values and operational needs quantitatively and does not use real-time features to determine access.
In addition, Zhang et al. [19] have suggested a Benefit and Risk-based Access Control (BARAC) approach. This approach uses security risk and system benefits to determine the access decision. It assigns a risk and benefit vector for each action. The access to perform a certain action is permitted only if the system benefits are higher than the risk value of the access request. The system creates an action graph to describe permitted actions and methods for users to access system resources. However, this approach uses static and predetermined action graph to determine access. Also, it is very difficult to update action state in the action graph.
The essential element to implement a risk-based model is to identify the appropriate risk estimation technique for evaluating risk values to determine access decisions. Many studies have proposed various approaches to evaluate the risk. For example, risk assessment which attracted many researchers to implement the risk estimation process. For example, Diep et al. [20] have introduced an approach that uses the risk assessment to assess security risks of access control operations using outcomes of actions to measure the risk value regarding each access request. This is followed by comparing estimated risk value with the system acceptable risk value to determine access decisions. However, the paper does not explain how to measure risk values quantitatively. Also, this approach cannot provide the flexibility needed in the IoT system and does not use contextual information to determine access.
In addition, Khambhammettu et al. [21] have suggested three different approaches to estimate security risks of access control operations using the risk assessment. These approaches use the subject trustworthiness, the object sensitivity, and the difference between them to estimate the risk value. However, this model does not explain any information about how to evaluate risk values in different situations quantitatively. Further, a system administrator is needed to associate a sensible numeric value for each input combination at the beginning of the risk assessment, and it does not involve realtime and contextual information to determine access. Also, Shaikh et al. [8] proposed a dynamic risk-based decision approach using the risk assessment. This approach uses user previous actions to distinguish good and malicious users. After transaction completion, it assigns reward and penalty points to users to determine access decisions. However, building a risk-based model using reward and penalty points are not enough to determine precise access decisions efficiently and it also lacked adaptive features.
Some researchers suggested using the fuzzy inference system to measure the risk especially with the lack of appropriate data to characterize risk probability and its impact. For example, Chen et al. [14] have utilized the fuzzy logic approach to design a fuzzy Multi-Level Security (MLS) model to provide access decisions. This model measures the risk related to the access request using the difference between object and subject security levels. So, if the difference was large, the risk value will be high. The resultant output risk is represented as a binary number where 0 permits the access and 1 denies the access.
In addition, Bertino and Lobo [22] have presented a fuzzy inference approach to evaluate security risks of access operations. This approach uses subject and object security levels to measure the risk value. However, the proposed approach faces many challenges regarding the scalability as it requires a long time to estimate the security risk value especially with increasing number of input parameters and fuzzy rules. Moreover, as the access model may require to provide the access to thousands of users especially in the growing IoT technology, this model might be too computationally expensive. It also does not involve contextual information to make the access decision.
In addition, Li et al. [23] have introduced a fuzzy modelling-based method for evaluating security risks of a healthcare information access. This model measures the risk related to the access request using action severity, risk history, and data sensitivity. These values are then converted into fuzzy values to specify the proper access management in a cloud environment. However, this model does not explain how to evaluate risk values quantitatively. In addition, it requires a prior knowledge about various environment situations and does not involve real-time control features to make the access decision.
Some researchers suggested using game theory to measure the risk value of access operations. For example, Rajbhandari and Snekkenes [24] have proposed a risk analysis method that uses values of user benefits to estimate the risk value related to the access request using game theory. However, using only user's benefits to make access decisions are not enough to build a scalable and flexible approach for the IoT. In addition, it does not use contextual information to determine access.
Other researchers have suggested mathematical functions to formulate an algorithm to measure security risks of access operations. For example, Sharma et al. [25] suggested a task-based model to estimate the security risk using user actions through building a mathematical function. This is followed by comparing the estimated risk value with system acceptable risk value to determine access. However, this paper does not provide any information about how to evaluate risk values quantitatively. In addition, it requires a prior knowledge about outcomes of environmental situations and it lacked real-time contextual features.
In addition, Wang and Jin [26] have proposed a risk-based model which is used to control access operations of patients' medical data. This model enables exceptional access and uses statistical and mathematical methods to measure the risk value related to the access request. However, it does not tell any information about how to evaluate risk values quantitatively. It also lacked contextual information to determine access.
A risk-based model employing the concept of risk metrics has suggested by Dos Santos et al. [8] . This approach uses risk policies defined by the system administrator to identify the risk threshold value to determine access decisions which provides more flexibility. Further, this model is implemented using Python language using quantification architecture of Sharma et al. [25] . Although this approach provides greater flexibility by allowing the resource owner to define his/her own metric, it requires a security administrator to build access policies. Also, it does not use environment contextual information to build access policies.
We can conclude that current risk-based models are missing real-time contextual information, which can be extracted from the IoT environment easily, to make the access decision. Also, they focus only on making access decisions without taking into accounts providing a way to prevent potential security attacks from authorized users throughout access sessions. The novelty of our proposed risk-based model is based on using real-time contextual information of the IoT system while making the access request to determine access decisions. In addition, smart contracts are utilized to adjust user's privileges adaptively regarding their activities during access sessions.
Access control challenges in IoT
The IoT system has expanded to include multiple applications and services. It is a dynamic and distributed system which creates several issues that need be taken into accounts when building an access control model. These challenges involve:
1. Interoperability: One of the main elements of an access control model is the access policies. These policies should be created to operate with multiple users and organizations. Each organization can create its own policies, but at the same time should respect policies of other organizations [27] . 
Risk-based access control model for IoT
The IoT technology has extended to reach every home in the universe. It has the ability to connect everyday objects to the Internet. Through cheap sensors, a lot of information can be collected from the surrounding environment that results in improving our life. Protecting IoT devices and their communication channels become a mandatory task to prevent sensitive information disclosure which can lead to literally lose lives [27, 31] . The access control is used to protect system resources by limiting the access only to authorized users [32, 33] . Access control models are classified into classical and dynamic approaches. Classical access control models cannot adapt to changing conditions of the IoT system. This is because they use predefined rules that give the same result in different situations. While dynamic access control models use access rules and real-time and contextual information to determine access decisions [7, 29] .
One of the dynamic ways to protect data of IoT devices and encourage information sharing is the risk-based access control model. This model uses security risk as a criterion to determine access decisions. It carries out a risk analysis to measure the risk value of the access request. Security risk is described as the possible harm that may arise from the existing operation or from some upcoming incident. Risk can be found in many aspects of our lives and used in different disciplines. According to Information Technology (IT) security perspective, a security risk is described as the harm to an operation that undesirably impacts the operations and its related information [12] .
There are two different ways to build a risk-based model; adaptive and non-adaptive. Adaptive risk-models need a system monitoring operation to track and monitor the user's activities throughout access sessions. Hence, the risk estimation technique adjusts user privileges adaptively according to users' activities during access sessions. Whereas non-adaptive risk-models do not include run-time monitoring operation to detect abnormal actions but only calculate the risk value at the time of creating access sessions [34] .
Proposed risk-based model for IoT
Although risk-based access control model is still in its first stage of approval, there is a growing need to specify formal models and standard mechanisms for it. This model has many advantages. It provides a flexible access control model that uses environmental contextual information, which is collected while making the access request, to determine the access decision. In addition, it takes into consideration the exceptional access requests that are necessary for medical and military applications in which providing the access can save lives. Indeed, it provides an efficient solution to unexpected situations which require policy violations, as policies are imperfect [15, 29] .
Security risk associated with the access request is the building block of the risk-based model. This model carries out a risk analysis to estimate the risk value related to the access request. Then, the estimated risk value is compared against risk policies to determine the access decision. Risk-based model solves several issues related to flexibility in accessing system resources [8, 35] .
We propose an adaptive risk-based access control model, as shown in Fig. 1 . This model collects real-time and contextual information related to the access request to determine access decisions. The proposed model has four inputs; user context, resource sensitivity, action severity and risk history. These inputs are used by the risk estimation module which is responsible for estimating the overall risk value related to the access request. This is followed by comparing the estimated risk value with risk policies to make access decisions. The decision will be either granting or denying the access. To enable abnormality detection capabilities, we propose smart contracts to track and monitor user's activities throughout access sessions to prevent malicious attacks and sensitive information disclosure.
The proposed model uses real-time features associated with user/agent to represent what is called user context. These features describe the environmental attributes that are related to the user/agent while making the access request. A security risk value is mapped to different user contexts. Location and time are the most common user contexts.
Resource/data sensitivity describes the level of importance of data that may be inappropriately attacked. Defining sensitivity levels of various types of data is a fully subjective operation that depends only on data owner to decide which is more valuable than others. To guarantee an efficient sensitivity classification, security experts should be used to categorize data. Different data have different sensitivity levels; therefore, data is assigned a sensitivity metric to differentiate various types data in the IoT system.
For each access request, the requesting user determines the action he/she wants to perform on a certain resource. Action severity is used to describes the impact of actions on system resources. Security experts can categorize different actions and assign a severity metric for each action. Hence, a risk metric will be associated with each action on a certain resource. In addition, user risk history describes user previous risk values toward various actions performed by the user. It reflects previous users' behaviour patterns to recognize good and malicious users.
One of the fundamental parts of the risk-based model is the risk estimation module. This module takes input risk factors to measure the risk value regarding each access request. The eventual purpose is to build an effective risk estimation method that uses real-time information to give an accurate risk value to control access operations in the IoT system. The estimated risk value is compared against risk policies to determine the access decision. Risk policies are built to define access boundaries and situations where access can be granted or denied. It defines a threshold value such that if the risk value of the access request is lower than the threshold risk value, the access will be granted, otherwise, the access will be denied.
The process flow of the proposed risk-based model is shown in Fig. 2 . It begins when a user sends an access request to the access control manager. The requesting user should specify the resource or data to be accessed and action to be performed. The access control manager gathers contextual information related to the requesting user while creating the access request such as location and time with the sensitivity level of the resource to be accessed, severity of the action to be performed, as specified in the access request, and the previous risk history records of the requesting user. The risk estimation module uses collected information to measure the risk value associated with the requesting user. This is followed by comparing the measured risk value with risk policies to determine the access decision. If the risk value is less than the threshold risk value specified in risk policies, the access will be granted, otherwise, the access will be denied.
At this stage, we have two scenarios. The first scenario is granting the access. If the access is granted, smart contracts will be used to track and monitor user activities during the access session to detect malicious actions and make sure that the user obeys contract terms and conditions. If the smart contract does not detect any malicious activity, it will keep tracking and monitoring user behaviour throughout the access session. Whilst if a violation is discovered, the system will issue a warning and terminate the session.
The second scenario is denying the access. If the access is denied, to reduce the system false-positive rate, the user will be asked to provide additional proof of identification. If the system receives correct credentials, the access will be granted and the session will be monitored, otherwise, the access will be denied.
Classical access control approaches do not provide a way to detect malicious actions and protect system resources after granting the access. Therefore, the proposed model improves the system flexibility and adds abnormality detection capabilities by utilizing smart contracts to track and monitor user's activities during access sessions. The risk estimation module adjusts user's permission adaptively depending on their behaviour in access sessions such that if an abnormal action is discovered, user privileges will be reduced or the access session will be terminated.
Smart contracts are so powerful because of their flexibility. They can encrypt and store data securely, restrict access to data to only desired parties and then be programmed to utilize the data within a self-executing logical workflow of operations between parties. Smart contracts translate business process into a computational process to improve operational efficiency. Implementing a smart contract is done through building a software code that operates on blockchain [36] . In the proposed model, for each granted user, a smart contract will be created. Therefore, the monitoring module will compare the user behaviour during the access session with terms and conditions of the contract to detect abnormal actions throughout access sessions.
The requesting user defines the data to be accessed and action to be performed in the access request. Hence, if the access is granted, a smart contract will be created by implementing terms and conditions that guarantee that the user will have the ability to only access data and action specified in the access request. Resources/data accessed by the user are monitored to validate that the user is accessing resources that are permitted in the terms of the smart contract.
Similarly, actions performed by the user during the access session are monitored to detect any violation for terms and conditions of the smart contract. If a violation is detected, the system will issue a warning message and the access session will be terminated. The process flow of applying smart contracts to monitor user activities during access sessions is shown in Fig. 3 .
We believed that the proposed model provides the required flexibility for the IoT system. It provides an efficient solution for many unexpected circumstances which need policy violations by incorporating real-time and contextual features to make the access decision. Also, the use of smart contracts to monitor user activities during the access session provides a significant solution to detect security violations in time to protect system resources and prevent sensitive information disclosure.
Risk estimation module is the most significant element in risk-based models. It is responsible for estimating the risk value related to system risk factors to determine access. However, it is difficult to measure security risks without having a dataset to describes likelihood of various incidents and its impact. In addition, it is critical to consider the system flexibility when choosing the risk estimation technique. Therefore, the next section will provide a review of most common risk estimation methods that are used in related risk-based models with discussing advantages and limitations of each method to choose the optimal technique to implement the proposed risk-based model.
Risk estimation techniques
The security risk is one of the main features used in access control models [8] . It is the building block of risk-based access control approaches. Using security risks can increase the security to an appropriate level with ensuring flexibility and scalability of dynamic systems and increase opportunities of information sharing between different applications.
Obviously, the significant phase to implement a risk-based model is the risk estimation module. The security risk can be estimated either by qualitative or quantitative approaches [37] . Quantitative risk estimation approach is concerned with attaching specific numerical values to risks. These values are used directly to determine access decisions. Quantitative risk estimation approaches are ideal as it leads to a numeric value for the risk. However, it is difficult to perform without having a proper dataset describing risk likelihood and its impact on a specific application [38] .
Qualitative risk estimation approach is used to calculate the risk early in the system. This is effective in categorising which risks should or should not be planned for and what is the appropriate action that should be taken for them. Qualitative risk analysis techniques cannot give the accurate values of the risk. However, they are very powerful when we have little time to evaluate risks before they actually happen [37] . Table 1 presents advantages and disadvantages of quantitative and qualitative risk estimation approaches.
Since we want to obtain a numeric value for the risk to determine the access decision, we will discuss only quantitative risk estimation methods that are suggested in related riskbased models.
Fuzzy logic system
A fuzzy logic system is a computational approach which imitates how people think. It describes the world in imprecise terms such as if the temperature is hot, it responds with precise action. Computers can work only on precise evaluations, while the human brain can provide reasoning with uncertainties and judgments [39] . The fuzzy logic system is considered as a try to combine both techniques. Indeed, the fuzzy logic system is a precise problem-solving approach that has the ability to work with numerical data and linguistic knowledge simultaneously. It simplifies the management of complex systems without the need for its mathematical description [40] .
Fuzzy logic system has many advantages. It is flexible, robust, and based on natural language which makes it easier to understand. It also tolerant to imprecise date in which it can work even when there is lack of rules. On the other hand, it faces some challenges. For instance, it needs domain experts to create accurate rules. Also, it requires more tests and simulations which take a long time especially with increasing number of rules.
The computation process using the fuzzy logic system consists of three main phases:
1. Fuzzification -The majority of variables are crisp or classical variables. Fuzzification process is used to convert crisp variables of input and output into fuzzy variables to process it and produce the desired output.
Fuzzy Inference Process -Describing relationships
between different inputs and output to drive the fuzzy output is done through building IF-THEN fuzzy rules. The fuzzy IF-THEN rule uses linguistic variables to describe the relationship between a certain condition and an output. The IF part is mainly used to represent the condition, and the THEN part is used to provide the output in a linguistic form. The IF-THEN rule is commonly used by the fuzzy logic system to represent how the input data matches the condition of a rule [39] . 3. Defuzzification -Since the output should be a crisp variable, this phase converts the fuzzy output back to the crisp output [40] . Fig. 3 Process flow of monitoring user activities using smart contracts during access session
Expert judgment
When there is insufficient practical data to describe probability and impact of a certain incident, an expert judgment can be used to provide a subjective evaluation based on his/her experience through careful interviews. Expert judgment is commonly utilized to measure uncertain parameters in a probabilistic form and to evaluates different elements of a certain model. Expert judgement can be defined as Bthe expression of inferential opinions based on knowledge and experience^ [41] .
Expert judgment is a powerful tool in risk analysis. It provides various solutions and decisions in several domains, such as psychology, criminal justice, financial forecasting, political science, and decision analysis. The use of expert judgement has raised many questions regarding the accuracy of the results; however, there are many circumstances where expert judgement is the only source of good information [41] . Measuring the probability of an incident in a risk analysis with the uncertainty that surrounds it is a difficult task especially for rare and extreme events. This is obviously true when trying to estimate security risks of access control operations [42] .
Risk assessment
Risk assessment is used to study potential damages about a certain scenario. Risk assessment can be defined as the process of investigating possible losses using a combination of known information about the situation, and judgment about the information that is not known [43] . The risk assessment is used to identify the risk context and acceptable risk values in each situation. This can be achieved by comparing it to similar risks of similar scenarios. In addition, it aims to provide substitute solutions to reduce the risk and calculate the effectiveness of those solutions [44] .
Determining the appropriate type of risk analysis depends on the available data that characterize the risk probability and its impact. An effective risk assessment has many benefits. For example, a well-established risk assessment can support a balanced basis to prevent the risk or at least reduce its impact. However, it is a subjective process that influenced by the experience and it only valid at a certain point in time [44] .
Game theory
Game theory is considered as a division of applied mathematics that has been utilized in several areas like evolutionary biology, economics, artificial intelligence, political science, and information security. Game theory is used to describe multi-person decision scenarios in the form of games where each player select appropriate actions that lead to the best possible payoff while expecting reasonable actions from opponent players [45] .
Game theory is the main tool for modelling and building automated decision-making operations in interactive environments. This is because it can provide consistent and mathematical platforms. The power of the game theory lies in the methodology it supports for analysing different problems of strategic choice. The process of modelling a condition as a game needs the decision-maker to interact with the players, • Easier to detect the risk level
• Availability, integrity and confidentiality are used to determine the security level
• Estimation methods are easy to understand and implement
• Best-suited measures are selected based on implementing a cost--analysis
• The risk analysis process is easier as practical value of information is not used • With organisation gains more experience, data accuracy will be increased
• Quantitative estimation of events probabilities and impact are not required • Estimated cost of the measure that should be implemented is not calculated Disadvantages • Calculation methods are complex
• Risk calculation and its results are subjective • Very difficult to implement without an automatic tool
• The subjective perspective is not enough to generate real and correct values as the reality may be defined incorrectly through only the author perspective • There are no standards for implementing this method
• Because of their subjectivity, the performance of risk management is difficult to follow • Need large time to handle the calculation process
• A cost-benefit analysis is not implemented, only a subjective approach which makes implementation of controls very difficult • The obtained results are introduced in the form of practical values which are hard to understand by the public without experience
• The accuracy of the estimation results is depending on the quality of risk management team their strategic decisions, and observe their preferences and responses [46] . A game theory comprises of four components; the players, their strategies, payoffs and the information they have. The players are the essential part of the game, they are the decision makers within the game. While the strategy is the plan that the player uses regarding the movement of opposite player. So, it is critical for the players to select the suitable tactics. The payoff is the rewards of the players in the game. For each player, the payoff is affected by both their own actions and those of the other player [24] . In the game theory, the risk analysis is done by using user benefits rather than the probability. Moreover, game theory is recommended to be used in conditions where no practical data is available [46] . However, game theory is complex especially with more than two players. It also leads to random outcomes when using mixed strategies.
Decision tree
Decision tree is a common methodology for many operations in machine learning. It is used as a decision support instrument to provide decisions depending on a group of rules described as a tree [47] . Building a decision tree model requires dividing the data into training and validation sets. Training data are utilized to extract appropriate rules for the tree. While validating the tree and making required modifications are done using validation data.
Decision tree is represented as a flow diagram where each node, represented by a rectangle, describes the risk probability and its impact. These rectangles are connected by arrows such that each arrow leads to another box representing the percentage probability [47] .
Decision tree approaches are easy to comprehend and significant for data classification. They can operate efficiently with inadequate data if experts provide all required rules. They can show all possible alternatives and traces in a single view which provide easier comparison with various alternatives. Whilst the decision tree model provides many advantages, it also has some limitations. For instance, its scalability is questionable such that when the scale of the tree increases, the obtained model will be hard to recognize and needs supplementary data to validate rules. Also, a decision tree model is based on expectations, so it may be impossible to plan for all contingencies that can arise as a result of a decision [48] .
A comparison between different risk estimation approaches in terms of usability, time complexity, scalability, flexibility, subjectivity, and computing power requirements is shown in Table 2 . It is clear that there is no straightforward approach that can be used without limitations. Also, a risk estimation approach without subjectivity will never exist in a risk estimation process. Scalability seems to be a problem in most approaches. Therefore, choosing the optimal risk estimation approach should depend heavily on the context.
Proposed risk estimation technique
There is no universal and best method for conducting a risk analysis. However, it is significant to identify strengths and weaknesses of various methods to decide the most appropriate approach regarding the context [49] . There are many questions about the way to choose the proper risk estimation method for the risk-based model. Understanding various advantages and disadvantages of previously discussed risk estimation approaches can facilitate the choice of the appropriate technique regarding the IoT context.
We propose the fuzzy logic system with expert judgment as to be the suitable risk estimation method to implement the proposed risk-based model for the IoT system, as shown in Fig. 4 . Combining the fuzzy logic system with expert judgment can provide consistent and realistic risk values of various access control operations in the IoT. IoT contextual features will be collected with resource sensitivity, action severity, and risk history to evaluate the risk value related to the access request. In the absence of a dataset to represent risk probabilities and its impact, IoT domain experts will be used to provide predicted measures according to their knowledge and experience.
There are many reasons to consider the fuzzy logic system with expert judgment to conduct the risk estimation process of the proposed risk-based model. These reasons are described as follows:
& One of the major problems in any research especially in security is the lack of data. To correctly estimate the risk associated with a specific situation, the data describing the situation probability and its impact are required. Once data are available, it can be used to estimate a more precise risk value. Using the fuzzy logic system with expert judgment, there is no need for data since all required data will be provided by domain security experts. & There are significant sources of subjective knowledge to provide the required information to estimate security risks associated with access control operations [50] . One of the most important sources is past experience. In other words, security experts in a specific context can have huge experiences about suitable rules and policies for the system. This valuable information can be converted easily into rules for the fuzzy inference system. & There are many successful applications that used fuzzy logic systems such as decision support, management, engineering, psychology, medicine, and home appliances [51] . & The fuzzy logic system is flexible [52] , so, it will be suitable for the IoT system to adapt to its changing conditions and situations.
& Using the fuzzy logic system, the subjectivity can be reduced to an acceptable level because quantitative input data can be used so the subjectivity is moved to the process of creating rules, so it can be better controlled. Certainly, subjectivity is not completely eliminated. However, it is unlikely that a method without subjectivity will ever exist for a risk analysis [49] . & Expert judgment is a significant source of information in decision-making operations. This is because correct numerical data that describe incident frequencies and its impact do not exist in most risk-based models [41] . In some cases, quantifying the value of the risk using classical approaches is very complicated, but an expert judgment can provide a correct risk value for a specific scenario especially when appropriate experts are selected [53] . & Scalability of the fuzzy logic system is questionable and it requires significant time which can cause many issues especially it serves an access control model for the IoT which operates with thousands of thousands of users at the same time. However, artificial Neural Networks (ANNs) can be used after creating the appropriate dataset to overcome these challenges.
Although getting expert judgment can be done through group discussions, interviews provide a better way to collect valid and reliable data for the research [54] . Therefore, we intend to perform interviews with experts who have deep knowledge and expertise about the IoT security to implement the risk estimation process.
There are five stages to implement the fuzzy logic system with expert judgment to estimate security risks of the proposed risk-based model.
The first stage is Fuzzification. This stage is concerned with converting classical logic into fuzzy linguistic variables. In other words, risk factors are converted into linguistic variables that can be easily understood. We decided to use three fuzzy sets for the input risk factors. So that, Low, Moderate and High fuzzy sets will be used to represent the action severity, user context and risk history. While Not Sensitive, Sensitive and Highly Sensitive fuzzy sets will be used to represent the resource sensitivity. For the output, we have decided to use five fuzzy sets; Negligible, Low, Moderate, High, and Unacceptable High.
The second stage is setting the range of each fuzzy set. After identifying the appropriate number of fuzzy sets of each risk factor, the range of each fuzzy set should be determined. We will use IoT security experts to determine the range of fuzzy sets.
The third stage is choosing the appropriate Membership Function (MF) to represent the relationship between the input risk factors and the output risk. Fuzzy MF represents relationships between variables and how each point is mapped to a membership value between zero and 1 in the universe of discourse [55] . In practice, MFs can have different types such as Due to the lack of a dataset in our research, triangular MF will be used to represent input and output fuzzy sets of the proposed risk-based model. This is because it represents expert knowledge efficiently and simplifies calculation process. The fourth stage is fuzzy rules. After specifying risk factors and its fuzzy sets, it is necessary to define how the output risk changes regarding input risk factors [23] . Fuzzy rules act as the knowledge base of the fuzzy logic system. It is defined using a set of IF-THEN statements to describe actions or outputs that should be taken for a certain input combination [39] . The fuzzy IF-THEN rule uses linguistic variables to describe the relationship between a certain condition and an output or a conclusion. The IF part is used to represent the condition, and the THEN part is used to represent the output in a linguistic form [39] .
Specifying accurate and efficient fuzzy rules require taking into account different risk factors and how they behave as a combination to produce the output risk. Therefore, IoT security experts will be used to provide appropriate fuzzy rules based on their knowledge and experience.
The final stage is defuzzification. Defuzzification is used to convert the fuzzy variable into a crisp variable [40] . There are many defuzzification methods such as mean of maximum, centre of area (centroid), modified centre of area, height method, centre of sum, and centre of maximum. We will use the centroid method as it provides the best accuracy and performance.
Conclusion
The IoT has attracted the attention of experts, specialists and researchers in both academia and industry. This is because it can provide unlimited capabilities that can help in our daily life activities. The IoT has the ability to connect billions of devices/ objects and provide a real-world intelligent platform to collaborate and communicate with these objects through wireless or wired networks. The IoT has brought unlimited benefits, but at the same time raises several security issues. This is because current access control models with rigid and static structure and predefined rules that always give the same result in different situations cannot provide the required level of security for the IoT system. Therefore, this paper has presented an adaptive and dynamic risk-based access control model. This model uses IoT real-time and contextual information associated with the access request to determine the access decision automatically. The proposed model uses user attributes collected while making the access request, sensitivity of data to be accessed, severity of actions to be performed and user risk history as inputs to estimate the risk value regarding each access request. To add abnormality detection capabilities, smart contracts are used to track user's activities throughout the access session to detect and prevent malicious attacks from authorized users. In addition, as the essential stage to build a risk-based model is choosing the optimal risk estimation technique, we discussed most common risk estimation methods that are used in related risk-based models, then we proposed the fuzzy logic system with expert judgment as to be the optimal approach to handle risk estimation process of the proposed risk-model. In the future work, we will perform interviews with IoT security experts to determine ranges of fuzzy sets and fuzzy rules to implement the risk estimation process.
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